(19) 



J 




(12) 



(43) Date of publication: 

04.10.2000 Bulletin 2000/40 



Europaisches Patentamt 
European Patent Office 
Off ice europSen des brevets (H) EP 1 041 520 A2 

EUROPEAN PATENT APPLICATION 

(51) Int. CI. 7 : G07F7/08 



(21) Application number: 00105623.3 

(22) Date of filing: 16.03.2000 



(84) 


Designated Contracting States: 


(72) Inventor: Sami, Inkinen 




AT BE CH CY DE DK ES Fl FR GB GR IE IT LI LU 


13100 HSmeenlinna (Fl) 




MC NL PT SE 




Designated Extension States: 


(74) Representative: 




AL LT LV MK RO SI 


Johansson, Folke Anders et al 


(30) 


Priority: 29.03.1999 Fl 990695 


Nokia Corporation, 


P.O. Box 319 


(71) 


Applicant: 


00045 Nokia Group (Fl) 




NOKIA MOBILE PHONES LTD. 






02150 Espoo (Fl) 





(54) Transfer of electronic money 

(57) The object of the invention is a wallet (9), which 
comprises a card reader (10) for receiving an electronic 
money card (11) being detachably coupled thereto. In 
addition, it comprises an LPRF transceiver (14), which 
is integrated into the wallet (9) and in connection with 
(13) the reader (10) for establishing a short-range radio 
frequency connection (12) to outside the wallet to a 
device (8), which is in connection with a telecommuni- 
cation network. Through this connection, electronic 
money can be transferred between the money card (11) 
and a third party (17), which third party (17) can be an 
Internet network server. Another object of the invention 
is a system and a method for transferring electronic 
money. 
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Description 

. [0001] The invention relates to transferring elec- 
tronic money wirelessly. 

[0002] The use of electronic money is becoming 
more and more common in the modern money world. It 
has been developed, among other things, electronic 
money cards, which are smart cards wherein one can 
deposit money in an electronic form, e.g. in a smart card 
reader of an automatic cash dispenser. Correspond- 
ingly, one pays with an electronic money card, for exam- 
ple, by placing it in a smart card reader, which reduces 
the balance set on the card by the amount of the pay- 
ment. 

[0003] Today, mobile stations are known which can 
be in connection with different parties (e.g. the Internet 
network) by means of data calls or short messages. 
This has enabled the transfer of electronic money with 
the help of a mobile station in many different ways. For 
example, a payment can be made with a communicator 
type mobile station as a data call using a subscriber 
identity module (SIM) to identify the payer. 
[0004] The wireless transfer of electronic money is 
presented in the document WO 96/25828, where a pay- 
ment is made with a mobile station, e.g. by means of an 
IR (infra red) link. The mobile station can be at the same 
time with the IR link in radio connection with a bank, in 
which case the bank can debit the payer, 's account with 
the amount of the payment, in real time. 
[0005] When using an electronic money card as a 
means of payment for a purchase to be made by means 
of a mobile station, the money card can be placed for 
payment either in a smart card reader integrated into 
the mobile station or in a separate external smart card 
reader that is in connection with the mobile station. Both 
solutions require quite a lot of space and, therefore, said 
solutions are not very practicable in modern small-sized 
mobile stations. 

[0006] One embodiment according to the interna- 
tional patent application WO 98/10363, wherein a smart 
card reader 1 is integrated into a wallet 2 for displaying 
the balance of an electronic money card 3 is shown in 
Figure 1 . When the electronic money card 3 is in the 
wallet 2 in a place that belongs to it, it is at the same 
time also in the card reader 1 . The wallet 2 comprises a 
display 4 for displaying the balance of the money card 3. 
The wallet 2 also has a telecommunication part 5, which 
comprises a connector for connecting the card reader 1 
to a public switched telephone network (PSTN). 
Through this, information about the balance of the elec- 
tronic money card 3 can be transmitted via a line 7 to 
the PSTN 6. However, the embodiment presented here 
is only designed for displaying the card balance and 
transmitting the balance data. 

[0007] Now, an invention has been made which will 
facilitate the transfer of electronic money through a 
device that is in connection with a telecommunication 
network. It is characteristic of the invention that it com- 



prises a short-range radio transceiver that is integrated 
into a wallet and is in connection with a reader. In the 
present description and claims, a wallet means all 
cases and bags suitable for carrying and keeping 
5 money, as well as credit and smart cards or merely 
credit and smart cards. 

[0008] The invention is based on technology that 
makes use of short-range radio connections, such as, 
e.g. LPRF (Low Power Radio Frequency) connection or 

io WLAN (Wireless Local Area Network) connection. 
Hereinafter in this description, LPRF connection will be 
used as an example of a short-range radio connection. 
In some connections, LPRF technology is also called 
Bluetooth technology. LPRF connection is a short-range 

15 connection, a point-to-point connection, where informa- 
tion, which can be, e.g. data or voice is transferred at a 
radio frequency using low transfer power. In connection 
with LPRF technology, short range means a distance of 
about ten metres and in connection with WLAN technol- 

20 ogy, which has higher transmission power, a distance of 
a few dozen metres. 

[0009] In a solution according to the invention, a 
smart card reader is integrated into a wallet in a place 
intended for credit cards and, in addition, the wallet 

25 comprises an LPRF module for establishing a short- 
range connection between the wallet and a device com- 
prising the LPRF module which device is in connection 
with a telecommunication network. When a user has 
placed an electronic money card in its place in the wal- 

30 let, it is possible to transfer electronic money in the tele- 
communication network with the help of the device, 
without taking out the card or the wallet. For example, 
when the device is a mobile station, this is possible by 
transferring the electronic money between the mobile 

35 station and the wallet over LPRF connection. 

[0010] According to a first aspect of the invention 
there is provided a wallet which comprises a reader for 
receiving an electronic module being detachably cou- 
pled thereto and communication means for establishing 

40 a connection to outside the wallet for transferring infor- 
mation between the electronic module and a device out- 
side the wallet. 

It is characteristic of the wallet that it comprises as the 
means of communication a short-range radio trans- 
45 ceiver that is integrated into the wallet and in connection 
with the reader for establishing a short-range radio fre- 
quency connection between the electronic module and 
the external device. 

[0011] According to a second aspect of the inven- 
50 tion there is provided a system, which comprises a 
mobile station and a wallet, the wallet comprising a 
reader for receiving an electronic module being detach- 
ably coupled thereto and communication means for 
establishing a connection to outside the wallet for trans- 
>5 ferring information between the electronic module and a 
device outside the wallet. 
It is characteristic of the system that it comprises: 
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as said communication means, a first short-range 

radio transceiver, which is integrated into the wallet 

and in connection with the reader; and 

a second short-range radio transceiver, which is 

integrated into and in connection with the mobile s 

station 

for establishing a short-range radio frequency con- 
nection between the electronic module and the 
mobile station. 

10 

[0012] According to a third aspect of the invention 
there is provided a method for transferring information in 
a system, which system comprises a wallet and an 
external device outside the wallet, the wallet comprising 
a reader for receiving an electronic module being is 
detachably coupled thereto. 

It is characteristic of the method that it comprises the 
steps of: 

establishing a short-range radio frequency connec- 20 
tion between the electronic module and the external 
device; 

transferring information betweeen the electronic 
module and the external device over the short- 
range radio frequency connection. 25 

[0013] In the following, the invention will be 
described in detail by referring to the enclosed drawing, 
in which 



Figure 1 



Figure 2 



Figure 3 



Figure 4 



Figure 5 



shows a smart card reader integrated into 
a wallet according to prior art; 

shows an implementation according to the 
invention for transferring electronic money 
from and to a money card, which is in a 
smart card reader in a wallet, making use 
of LPRF connection; 

shows a block diagram of an LPRF mod- 
ule; 
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40 



shows a possible way to establish a con- 
nection between a smart card reader and 
an LPRF module; and 45 

shows a block diagram of a mobile station, 
in view of the present invention. 



[0014] Figure 1 was described above in connection so 
with the description of prior art. Figure 2 shows a first 
embodiment according to the invention, where an elec- 
tronic purchase made with a mobile station 8 is paid 
with a money card 1 1 , which is in a smart card reader 
10 inside a wallet 9, making use of an LPRF connection ss 
12. The assembly comprises the smart card reader 10, 
integrated into the wallet 9, wherein it is possible to 
place the electronic money card 1 1 and from where 



there is a connection 13 to a first LPRF module 14, 
located in the wallet 9, for establishing the LPRF con- 
nection 12 between the smart card reader 10 and the 
mobile station 8. The mobile station 8 comprises a sec- 
ond LPRF module 15, as well as means.for establishing 
a cellular network connection 16, e.g. a data connection 
or a Wireless Application Protocol (WAP) connection to 
an Internet network 1 7, in a well-known manner. 
[001 5] The wallet 9 in itself can be made of various 
materials, e.g. leather, fabric, plastic or some other cor- 
responding material. The smart card reader 10 in the 
wallet 9 is placed in and attached to, e.g. a credit card 
pocket in between two layers of leather so that when the 
money card 11 is in its place in the credit card pocket, 
the contact surfaces of the money card 1 1 are in contact 
with the connectors of the smart card reader 10. One 
implementation for attaching the smart card reader 10 
to the wallet 9 is presented in the document WO 
98/10363. 

[0016] The first LPRF module 14 is integrated into 
the wallet, for example, by attaching it in between the 
wallet's two layers of leather. A block diagram of the first 
LPRF module 14 in view of the invention is shown in 
Figure 3. The second LPRF module 15, located in the 
mobile station 8, can be presented by means of a simi- 
lar block diagram. The LPRF module 14 is a program- 
mable device, which comprises an integrated circuit 23 
(ASIC, Application specific integrated circuit) compris- 
ing a processor 30 (MPU, Micro Processor Unit). The 
ASIC 23 controls the operation of the LPRF module 14 
and it can carry out the processing of baseband signals. 
In addition, the LPRF module 14 comprises a memory 
24 and a transceiver 25 (TX/RX), which transmits and 
receives information at a frequency of 2.45 GHz, 
through an antenna 26 of the LPRF module. For con- 
necting the LPRF module 14 to an external device, it 
comprises a connector 27 for asynchronic series mode 
data transfer, a connector 28 for an l 2 C bus and connec- 
tors 29 for a few general-purpose I/O gates. 
[0017] The smart card reader 10, which comprises 
technology known as such, comprises a processor, a 
memory and a serial connection for transferring data to 
and from the smart card reader, in serial mode. 
[0018] The connection 13 between the smart card 
reader 10 and the first LPRF module 14 can be estab- 
lished, for example, by connecting the smart card 
reader 10, which comprises a serial connection, and the 
LPRF module 14 to each other with a bus, where infor- 
mation is transferred in serial mode. This is shown in 
Figure 4, where a flexible flat cable is connected to con- 
nectors 31 and 27, intended for serial mode data com- 
munications of the smart card reader 10 and the LPRF 
module 14, for transferring information in serial mode 
between the smart card reader 10 and the LPRF mod- 
ule 14. The flat cable 32 can be placed, e.g. underneath 
the surface of the wallet 9 in between two layers of 
leather, so that it is not visible. 

[0019] The mobile station 8 can be any mobile sta- 
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tion that contains an LPRF module, e.g. a cellular tele- 
phone of a cellular radio network or a communicator 
type mobile station, such as Nokia 9000 Communicator. 
A block diagram of the mobile station 8 is shown in Fig- 
ure 5, in view of the invention. The mobile station 8 com- 
prises a transceiver 18 (TX/RX) for communication on a 
radio path, the TX/RX comprising a transmitter branch 
and a receiver branch. The transmitter branch com- 
prises blocks that carry out coding, interleaving, encryp- 
tion, burst formation, modulation and transmission, 
which are known as such and they are not shown in the 
figure. The receiver branch comprises corresponding 
blocks that carry out reception, demodulation, bit detec- 
tion, decryption, de-interleaving, as well as decoding, 
which are known as such and they are not shown in the 
figure. The mobile station 8 comprises an antenna 19 
for communication on a radio path and a control unit 20, 
which comprises a processor 21 (MPU) and a memory 
22, for controlling the other units of the mobile station 8. 
In addition, the mobile station 8 comprises the second 
LPRF module 15 for establishing a short-range RF con- 
nection to the first LPRF module 14. 
[0020] A suitable number of batteries are installed 
in the wallet 9 for feeding current to the smart card 
reader 10 and the LPRF module 14. The implementa- 
tion of the current feed is obvious to a person skilled in 
the art, and it is not shown in the figure. 
[0021 ] In a situation shown in Figure 2, a bill is paid, 
for example, in the following way. The mobile station 8 is 
in connection with an address of the Internet network 
17, where a payment is being demanded. A message of 
this arrives to the mobile station 8, which establishes 
with the second LPRF module 15 the LPRF connection 
12 to the first LPRF module 14 in the wallet 9 from 
where the information relating to the payment goes, 
through the connection 13, to the smart card reader 10, 
which debits the balance of the electronic money card 
11, placed therein, with the sum of the purchase. The 
application, which controls the debiting of the money 
card 1 1 is preferably located in the memory 22 of the 
mobile station 8. 

[0022] When the electronic money card 11 has 
been debited with a sum of money, this electronic 
money goes through the smart card reader 10 and the 
connection 13 to the first LPRF module 14, from where 
the money is sent through the LPRF connection 12 to 
the mobile station 8, from where the money goes further 
through the cellular network connection 16 to the Inter- 
net network 1 7, to a server, whereto the payee has a 
connection. The last mentioned is not shown in the fig- 
ure. 

[0023] In a second embodiment according to the 
invention, a smart card is used as a means of payment, 
wherein electronic payment units have been charged. 
One payment unit may correspond to, for example, one * 
cinema ticket or one single ticket on public means of 
transport. Payment is made in a way similar to that 
shown in connection with the first embodiment. 



[0024] In a third embodiment according to the 
invention, an LPRF connection is established between a 
wallet's LPRF module and an LPRF module, which is 
contained by and in connection with a personal compu- 

5 ter (PC). Said PC is in connection with the Internet net- 
work. In this embodiment, electronic money can 
conveniently be transferred between the Internet net- 
work and a money card that is in a smart card reader in 
the wallet. In this case, the application that controls the 

w transfer of money from and to the money card is in the 
PC's memory. 

[0025] According to a fourth embodiment according 
to the invention, a wallet is in LPRF connection directly 
with a shop's payment terminal. Purchases made in the 
is shop can be paid with a charge card that is in a smart 
card reader in the wallet, over the LPRF connection. 
When the connection between the payment terminal 
and the wallet has been established, a user keys with 
the payment terminal the identification number of 
20 his/her charge card. If the identification number is cor- 
rect and the balance in the charge card is sufficient, the 
transfer of money will be carried out from the charge 
card to the shop's payment terminal over the LPRF con- 
nection. The application that controls the money trans- 
25 fer transaction is preferably located in the payment 
terminal's memory. Alternatively, the LPRF connection 
can be established between the wallet and a mobile sta- 
tion, whereupon the mobile station can have an IR link 
with the shop's payment terminal in accordance with 
30 WO 96/25828. Now, a user keys with his/her mobile sta- 
tion the identification number of his/her charge card, 
which identification number is being compared by the 
mobile station's charge card application to a pre-stored 
one. If the identification number is correct and the bal- 
35 ance in the charge card is sufficient, the transfer of 
money will be carded out from the charge card to the 
shop's payment terminal over the LPRF connection and 
the I R link. 

[0026] With the present invention, advantages will 

40 be achieved when compared to previous solutions. A 
smart card reader integrated into a wallet uses stand 
ard-sized electronic charge cards. It will no longer be 
necessary to integrate a smart card reader into a mobile 
station; neither does a smart card reader have to be a 

45 fixed accessory of a mobile station, whereupon space 
will be saved. Throughout the transfer of money, the 
money card is in its natural place in the wallet, where the 
user keeps money and credit cards in any case. If the 
phone is stolen, the money card will not be lost at the 

so same time. In addition, transferring money is safer, 
because an LPRF connection in itself comprises certain 
encryption mechanisms. It is also difficult for a third 
party to interfere during the transfer of money, because 
it is very difficult for a third party to detect the point at 

>5 which money is being transferred, because the money 
card is in the wallet all the time. Thus, the user can keep 
the card in its place in the wallet and the wallet in the 
pocket, and carry out the transfer of money with the 
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mobile station through the LPRF connection without 
attracting any additional attention. This means that 
safety in the transfer of electronic money increases, 
because an outside person only sees that the user is 
pressing the keys of a mobile station, e.g. a hand-held 
mobile phone or a so-called media phone, which is 
usual, e.g. in connection with the sending of short mes- 
sages. Thus, an outside person does not notice that a 
money transfer operation is going on. 
[0027] This paper presents the implementation and 
embodiments of the present invention with the help of 
examples. It will be appreciated by a person skilled in 
the art that the present invention is not restricted to 
details of the embodiments presented above, and that 
the invention can also be implemented in another form 
without deviating from the characteristics of the inven- 
tion. The embodiments presented above should be con- 
sidered illustrative, but not restricting. Thus, the 
possibilities of implementing and using the invention are 
only restricted by the enclosed claims. Consequently, 
the various options of implementing the invention as 
determined by the claims, including the equivalent 
implementations, also belong to the scope of the inven- 
tion. 

Claims 

1- A wallet (9), which comprises a reader (10) for 
receiving an electronic module (1 1) being detacha- 
bly coupled thereto and communication means 
(13.14) for establishing a connection (12) to outside 
the wallet for transferring information between the 
electronic module (1 1) and a device (8) outside the 
wallet (9), characterised in that it comprises as the 
means of communication a short-range radio trans- 
ceiver (14) that is integrated into the wallet (9) and 
in connection with the reader (10) for establishing a 
short-range radio frequency connection (12) 
between the electronic module (1 1) and the exter- 
nal device (8). 

2. A wallet (9) according to claim 1 , characterised in 
that the short-range radio transceiver (14) is an 
LPRF transceiver (Low Power Radio Frequency). 

3. A wallet (9) according to claim 2, characterised in 
that the external device is a mobile station (8) com- 
prising an LPRF transceiver (15). 

4. A wallet (9) according to claim 2, characterised in 
that the external device is a computer comprising 
an LPRF transceiver. 



7. 
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5. A wallet (9) according to claim 2, characterised in 
that the external device is a payment terminal com- 
prising an LPRF transceiver. 

6. A wallet (9) according to claim 2, characterised in 
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that it comprises a serial mode connection (13) 
between the reader (10) and the LPRF transceiver 
(14). 

A wallet (9) according to claim 2, characterised in 
that the electronic module (11) intended to be cou- 
pled to the wallet (9) is an electronic money card. 

A wallet (9) according to claim 7, characterised in 
that the LPRF transceiver (14) is arranged to trans- 
fer electronic money from the electronic money 
card (1 1) to said external device (8). 

A wallet (9) according to claim 7, characterised in 
that the LPRF transceiver (14) is arranged to 
receive electronic money from said external device 
(8) to the electronic money card (11). 

A system, which comprises a mobile station (8) and 
a wallet (9), the wallet comprising a reader (10) for 
receiving an electronic module (1 1) being detacha- 
bly coupled thereto and communication means (13, 
14) for establishing a connection (12) to outside the 
wallet for transferring information between the elec- 
tronic module (1 1) and a device (8) outside the wal- 
let (9), characterised in that it comprises 

as said communication means, a first short- 
range radio transceiver (14), which is inte- 
grated into the wallet (9) and in connection with 
the reader (10); and 

a second short-range radio transceiver (15), 
which is integrated into and in connection with 
the mobile station (8) 

for establishing a shod-range radio frequency 
connection (12) between the electronic module 
(1 1) and the mobile station (8). 

A system according to claim 10, characterised in 
that said first short-range radio transceiver (1 4) is 
an LPRF transceiver and said second short-range 
radio transmitter-receiver (15) is an LPRF trans- 
ceiver. 



12. A system according to claim 11, characterised in 
that the electronic module (11) intended to be cou- 
pled to the wallet (9) is an electronic money card. 

13. A system according to claim 12, characterised in 
that it is arranged to transfer electronic money from 
the wallet (9) over the LPRF connection (12) to the 
mobile station (8) and from the mobile station (8) 
through a cellular network connection (16) or an 
infra red link to a third device (17). 



11 



14. 



A system according to claim 12, characterised in 
that it is arranged to transfer electronic money from 
a third device (17) through a cellular network con- 
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nection (16) or an infra red link to the mobile station 
(8) and from the mobile station (8) over the LPRF 
connection to the wallet (9). 

15. A method for transferring information in a system, 5 
which system comprises a wallet (9) and an exter- 
nal device (8) outside the wallet (9), the wallet com- 
prising a reader (10) for receiving an electronic 
module (11) being detachably coupled thereto, 
characterised in that the method comprises the 10 
steps of: 

establishing a short-range radio frequency con- 
nection (12) between the electronic module 
(11) and the external device (8); rs 
transferring information betweeen the elec- 
tronic module (11) and the external device (8) 
over the short-range radio frequency connec- 
tion. 

20 

16. A method according to claim 15, characterised in 
that the external device (8) is a mobile station, and 
the method further comprises: transferring money 
in an electronic form from the electronic module 
(11) to the mobile station (8) over the short-range 25 
radio frequency connection and from the mobile 
station to an external payment terminal over an 
infra red link for paying a bill or a payment. 
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